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Appendices

Appendix 1: Methodology

Data selection

To identify a representative subset of apps indicative of the implementation of China's RNR-related access
barriers and their impact on information exchange between users in China and overseas communities, we
relied on a dataset by app store intelligence provider Appmagic. Appmagic’s data covers monthly downloads
of apps across 60 diverse economies, encompassing 93% of global app downloads.” Our data ranges from
January 2015 to December 2023. Recorded downloads contain both the Google Play Store and Apple's App
Store downloads.™

Appmagic manually categorizes apps into 15 main categories, including “Social,” “Games," and “Finance,"” as
well as a plethora of subcategories, such as “Chats,” “Puzzles,” or “Money Transfer.""* We used the labels
provided by app stores in a minority of cases where Appmagic labels were missing.

Our query returned a subset of 247 relevant apps, which:
B  were developed and operated by a company headquartered in the People's Republic of China;

®  were ranked within the top 10,000 in terms of national downloads in of any of the 58 app stores (filtering
out the app stores of China and India);

B were in the main category “Social”;

B were in one of the sub-categories “Chats,” "Messengers," or “Social Network"” within the main category
“Social" (omitting sub-categories, such as “Dating,” "Account Status App,” and "“Other").

Appmagic's download numbers are based on a relational approximation of ranking data. Appmagic assumes
this technique provides an average discrepancy of about 10%, with a decline in accuracy at lower download
numbers. To maintain accuracy in our quantitative analysis, we dropped apps below a suggested threshold
of less than 30,000 global downloads per month."®

This curated dataset of apps was further refined to generate a representative group of apps which allowed
for the recording of access barriers. We dropped 31 apps, such as “Tencent News" or "Himilaya Life,” as
they had ceased operations. Another 26 were also disregarded as they only offered social media adjacent
services, such as "5000+ Emoji” or “Sparkling Heart Keyboard Theme." This curation resulted in a final list of
62 apps.
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App walkthroughs to record type #1and type #2 access barriers

Data on app store availabilities by AppleCensorship.com (a project that monitors and provides a publicly
accessible database of the availability of apps across app stores worldwide) provided evidence for type #1
access barriers.

App walkthroughs on apps that were still in operation revealed the extent of type #2 barriers. In a first round of
app walkthroughs, we determined which method of account registration was required by each app. We tested
on both iOS and Android devices, as well as the nascent Play Store and App Store. To circumvent local biases,
we tested on changing locations in EU, North America, and Africa. As noted in Appendix 4, signhing up for or
engaging on an app was only possible after providing a phone number and subsequent verification codes
in 39 instances. In 22 instances, setting up an account was permitted based on providing an email address,
which allows for anonymous use and access."® In one instance (“MOGU - Fashion Destination”) the provision
of further identification was also required.

To record phone-number-related access barriers, we conducted a second round of walkthroughs on the
remaining 39 apps, which took place in February 2024. To minimize human error, we automated the process
of recording available phone number prefixes by running an optical character recognition program on screen
recordings of the app walkthroughs. Overall, we found 664 instances where an app was inaccessible to local
users out of a total of 1,914 tested instances. This figure includes 375 phone number barriers, 231 app store
barriers, and 58 instances of both.

App ID-resolution

In most instances apps had one universal ID across app stores. Seven apps had more than one ID, where
we used the ID of Chinese original app (QQHB#, Tencent Conference, Baidu Tieba, DingDing, Kuai Shou, QQ
Browser, and Weibo).

Survey

In March 2024, we conducted an online survey to gather user perceptions of foreign-directed access barriers
for Chinese-designed apps. The survey was available in both English and Chinese, and participation was
voluntary and anonymous. We specifically targeted Chinese overseas communities for dissemination. The
survey received 65 responses, with a high response rate of 98%.

Notably, the survey is non-representative and may come with inherent biases given that it was only
disseminated to members of the at-risk community. How accurately the results reflect the experiences of
other overseas users is not reflected in the survey (it could be argued that members of this community are
more sensitive to access barriers than others). Members of the at-risk community may also face barriers due
to individual exclusion. The results of this survey should thus be treated as indicative evidence, not as fact.
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Data analysis

To gauge the impact of access barriers on the download trajectories of affected apps, we tagged all instances
where, as of March 2024, an access barrier was recorded. A data series was therefore only tagged when
the access barrier matrix displayed a value of "1," “2," or "3" in a given country. In the time series data of
app downloads, we then separated those instances from instances where no access barrier was recorded.
This allowed us to isolate the different groups of restrictedness. We extended our analysis beyond the 33
apps within the controlled grey zone internet and included six additional apps in our analysis which permitted
no exchange of information (see in Appendix 3). This alteration did not measurably skew the data (<4% of
downloads of the entire sample), but rather provided more analytical depth.

Statistical testing

To examine whether the proportion of apps facing access barriers (either from app stores or phone
compatibility issues) is appreciably different between countries with varying Chinese diaspora populations,
we used a one-tail significance test to determine if larger diaspora countries have a higher proportion of apps
with access barriers compared to countries with smaller diaspora populations.

The dataset for this analysis included annual app download data, which was merged with diaspora sizes for
each country. Apps were categorized by the type of barrier they faced, and we calculated the proportion of
apps with barriers in each country.

Using these proportions, we performed a one-tail Z-test to statistically test the hypothesis that larger diaspora
countries have a higher proportion of blocked apps. This involved comparing the mean proportion of blocked
apps in countries above and below the median diaspora size.

The results showed a Z-score of 6.227 and a P-value of 0.000, indicating a statistically significant difference.
This implies that countries with larger diaspora populations do indeed have a higher proportion of apps facing
access barriers compared to countries with smaller diaspora populations.

Global population data

For global population data figures, we primarily relied on the World Bank’s population data.”” An average
annual growth rate for each country was calculated based on yearly percentage changes from 2015 to 2022.
The estimated population for 2023 was then calculated using the 2022 population and this average growth
rate, with the estimated values added to the dataset. Data for Taiwan, which was missing in the original data,
was pulled from the National Statistics Bureau of the Republic of China (Taiwan).
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Diaspora data

For diaspora data, we used a dataset that was initially populated with available data from the OECD, transferring

data for each country and year directly from the OECD records. For seven countries with incomplete OECD

data (Canada, Chile, Greece, Ireland, Mexico, New Zealand, and Portugal), averages were calculated using
both OECD data and UN data from 2015 and 2020, filling missing values with these averages. For 26 other
countries, missing data was estimated based on the rate of change between UN data from 2015 and 2020.

The 2015 values were filled with UN data, and yearly changes were calculated to interpolate values from 2016

to 2020, extending this trend to estimate values for 2021 and 2022. Values for 2023 were estimated using

a Simple Moving Average of the previous three years (2020, 2021, 2022) to ensure consistency across the

dataset.

Country

Argentina
Australia
Austria
Belgium
Brazil
Canada
Chile
Colombia

Czech
Republic

Denmark

Dominican
Republic

Ecuador
Egypt
Finland
France
Germany
Greece
Hong Kong
Hungary
India
Indonesia
Ireland
Israel

Italy

Japan
Kazakhstan
Lebanon
Malaysia
Mexico
Netherlands

14401
508 870
15143
19048
22671
788 533
12779
1616
4807

9953
3776

3025
495
9433
109 663
106 000
6058
2381135
14829
110098
72302
10952
1110
200372
714570
2162
2358
11 347
8 860
52 545

14429
557 690
15986
19452
23063
649 260
12779
1610
5170

10611
3809

3052
550
9956
110529
106 000
1419
2401480
18193
109 680
73047
11262
1130
212173
726 835
2184
2298
11482
23339
54413

14 457
606 310
16 587
19915
23455
788 533
10055
1603
5532

11341
3842

3080
605

10 447
112450
121000
6058
2421825
17 460
109 262
73792
10952
1150
220088
739099
2207
2238
11618
23339
56 051

14485
649 420
16930
20350
23848
788533
12779
1597
5895

11710
3876

3107
661

10 862
113442
131000
6058
2442171
18155
108 844
74538
10952
1150
223653
751364
2229
2178
11753
23339
58 329

14513
667 960
17339
21031
24 240
788533
13603
1590
6257

12116
3909

3135
716
11352
119909
132000
6058
2462516
17 049
108 426
75283
10952
1200
218 269
763628
2252
2118
11889
23339
61074

14541
647720
17829
22053
24632
788 533
15696
1584
6620

12452
3942

3162
771
11935
113 447
143 000
6058
2482861
17774
108 008
76 028
10952
1240
222 408
775893
2274
2058
12 024
23339
64 239

14569
595630
17 556
21979
25024
715 835
13511
1578
6983

12 060
3975

3189
826
12616
115505
153000
6058
2503 206
16 766
107 590
76773
10952
1250
259091
788 158
2296
1998
12159
23339
63 787

14597
637103
22275
21688
25416
788 533
12779
1571
7345

12209
4008

3217
881
11968
164 000
142 667
15963
2523551
17196
107172
77518
1270
228 630
233256
800 422
2319
1938
12295
65939
63033

14569
626 818
19220
21907
25024
764 300
13995
1578
6983

12 240
3975

3189
826
12173
130984
146 222
9360
2503 206
17245
107 590
76 773
7724
77040
238 252
788 158
2296
1998
12159
37539
63 686
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Country 2016 2017 2018 2019 2020 2021 2022 2023

New Zealand 100311 100311 100311 132906 100311 100311 100311 12 461 71028
Norway 11203 11520 11655 12016 12 297 12 684 12 549 12510 12 581
Pakistan 334 329 325 320 316 311 306 302 306
Peru 18783 21413 24042 26 672 29301 31931 34561 37190 34561
Philippines 36208 36675 37141 37608 38074 38541 39008 39474 39008
Poland 1162 1240 1317 1395 1472 1550 1628 1705 1628
Portugal 13710 13710 13710 13710 13710 13710 14109 13710 13843
Romania 3722 4286 4851 5415 5980 6544 7108 7673 7108
Russia 56231 56 224 56217 56210 56 203 56 196 56 189 56182 56 189
Singapore 505913 507 552 509 192 510831 512471 514110 515749 517 389 515749
South Africa 9519 9387 9254 9122 8989 8857 8725 8592 8725
South Korea 759 204 767 965 776 727 785488 794 250 803011 811772 820534 811772
Spain 155713 158 717 161 870 165941 171456 176 653 176 087 174732 175824
Sweden 28 699 28410 29 640 31333 33288 35282 36023 34864 35390
Switzerland 20817 22286 23434 24136 24974 25913 26 322 25499 25911
Thailand 73828 74518 75209 75899 76 590 77280 77970 78 661 77970
Turkey 12426 17831 14 839 16 037 20776 22820 26 483 23 360 24221
Ukraine 6 560 6582 6603 6625 6 646 6668 6 690 6711 6 690
United 114 000 209 000 226 000 210000 198 000 211000 245000 218 000 224 667
Kingdom

United States 2065431 | 2130352 | 2216810 | 2221943 | 2250230 | 1942972 | 1952823 | 2048675| 1981490
Vietnam 3005 3037 3070 3102 3135 3167 3199 3232 3199

Notably, this data represents a low-end estimate of diaspora communities since the UN data only refers to
first-generation migrants. The actual diaspora groups at risk may be four times as large or more, if second and
subsequent generations of the original cohorts of migrants from China are included. In particular, Indonesia,
Malaysia, the U.S. and Thailand may host considerably larger groups of individuals identifying as Chinese or
dependent on communication with people in the PRC.
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Appendix 2: Regulatory and legislative framework of China's
Real-Name Registration system (5522 [ Zi2]).

Relevant laws, regulations, speeches, and other party documents issued by institutions such as the CAC, the
State Council, or the National People’s Congress.

Month Document Impact/Key Provisions
Nov 2022 Provisions on the Administration of ® RNR should include phone numbers and ID.
Internet Posting and Commenting
Services ®  Article 4: Platforms need to establish a “censorship before
release” system. Comments should be first reviewed by
HEEMEILITIC RS S BT platforms before publication and regularly report to the CAC.
® Update to prior regulation from 2017 with the same title (see
Aug 2017).
Sep 2022 Law of the People's Republic of China | @ Most comprehensive regulation of RNR that summarizes and
on Combating Telecom and Online combines previous legal texts in Article 21.
Fraud
® Article 21: Telecommunications and internet service
e N RHFE R BIEWEIERE providers are required by law to ask users for their real
identity information when they sign up for or confirm
services. If a user does not provide their real identity
information, the following services must not be provided:
Internet access; Network address translation services such
as network proxies; Internet domain name registration, server
hosting, space rental, cloud services, content distribution
services; Information and software publishing services, instant
messaging, online transactions, online gaming, online live
streaming, advertising services.
Jun 2022 Administrative Provisions on Mobile ® Article 6: Application providers that provide information
Internet Applications Information release, instant messaging, and other services to users shall
Services authenticate the real identity information of users who apply
~ ) . . N for registration based on mobile phone numbers, identity
%o BB BIEFE SRS EIEFE document numbers, or unified social credit codes. Users
who do not provide their true identity information, or use
their organization or other people’s identity information to
register falsely, shall not be provided with relevant services.
Jun 2022 Provisions on the Management of ®  Article 11-13: Reiterates obligation of RNR and IP address
Internet User Account Information registration of internet information service providers (EBXM
\ PR N EBIRSIRHEE), such as news information services, online
EEMBARKSEEEENE publication services, search engines, instant messengers,
interactive information services, livestreaming, and
application software downloads.
® Article 14: Identification data needs to be regularly reviewed
and old accounts suspended if necessary.
Table continues on the next page.
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https://archive.ph/hP1Py
https://web.archive.org/web/20221126223752/http:/gkml.samr.gov.cn/nsjg/bgt/202211/t20221103_351327.html
https://archive.is/tNgOb
https://www.chinalawtranslate.com/en/user-account-information/

Month Document Impact/Key Provisions
Nov 2021 Online Data Security Management ® Platform operators (BB &AIEZEHE) need to register IP-
Regulations address of domestic users to prevent any re-registration of
- . accounts that were previously closed for violating laws and
ML IR S EIREG regulations_
®  For overseas-based users, internet platform operators must
show the country they are located in.""®
Mar 2021 Notice on Issuing the Regulations B Ensures mobile applications collect only necessary personal
on the Scope of Necessary Personal data to uphold user privacy.
Information for Common Types of
Mobile Internet Applications B Specific categories of mobile applications are defined as
well as the essential personal information necessary for their
B KAL) B BN BIEEFNENAEG core services. This includes requirements for apps across
ESEEME sectors such as navigation, transportation, communication,
and e-commerce.
Dec 2019 Provisions on Ecological Governance | ® Article 5: All online content creators and news providers (%
of Network Information Content ZIEEBNAEFE) are encouraged to produce nationalistic
) . . and patriotic content.
WL E EABESBIEME

® Article 6: Content is prohibited that could damage national
honor or interest, spread rumors, or disrupt economic or
social order.

Feb 2018 Provisions on the Administration of ®  Article 4: Microblog service providers must acquire a
Microblog Information Services publishing license at the CAC.
HERE SRS EEMNE ®  Suggests enforcement of public real names for all users
on microblogging platforms, and a move away from the old
system (see "BIE B, EEXR," Feb 2015).

B Requires microblogging platforms to ensure user
registration, content review, safety measures, and proper
staffing to uphold content security and legal compliance.

®  Microblogging platforms are responsible for the accuracy
of their content. They should correct misinformation, such
as spreading vulgar content “ERFR{EBMAZE" or confusing the
public “>E&WLIT"

Aug 2017a Provisions on the Administration of ® Article 5: Commenting and posting reaction on news feeds
Internet Posting and Commenting and social media should only be allowed when adhering to
Services RNR principles.
B EXMERIGTICARS EIEFE

Aug 2017b | Regulations on the Administration of ®  Article 5 & Article 8: Community platforms and online forums
Internet Forum Community Services must enforce RNR and apply 2015 principles.
HEMICIEtt XARS EIEFE

July 2017 Regulations on the Administration of B Requires platforms to implement RNR.
Internet Forum Community Service
HEXMEHAE BARS EIEFE

Table continues on the next page.
36 | BFIME  PEMRIEAR AT HIBEREINE P R



https://web.archive.org/web/20211114132729/http:/www.cac.gov.cn/2021-11/14/c_1638501991577898.htm
https://web.archive.org/web/20240623164759/https:/www.gov.cn/zhengce/zhengceku/2021-03/23/content_5595088.htm
https://web.archive.org/web/20240623164759/https:/www.gov.cn/zhengce/zhengceku/2021-03/23/content_5595088.htm
https://archive.ph/9xNFA
https://archive.ph/DXFts
https://archive.ph/Js9JT
https://archive.is/0AbK7
https://web.archive.org/web/20240427230408/https:/www.cac.gov.cn/2017-09/07/c_1121623889.htm

Month Document Impact/Key Provisions
Jun 2017 Cybersecurity Law m  Article 24: Network operators (W4&izE%) must establish a
R RNR before supplying any service.
WMER %
B Article 37: Access of “important information” from outside of
the PRC must undergo a security assessment.
B Article 47: Network operators are responsible for user
content and must delete it upon request by authorities.
May 2017 Regulations on Internet News B Article 15: Internet news providers (B EBMFFIES BIRSIE
Information Service Management 2 ,including platforms that disseminate news over the
) o . N internet, whether through websites, apps, forums, blogs,

BB EE SRS EIEFE microblogs, public accounts, instant messaging tools, or live
streaming) must verify the real identity information of their
users. If users do not provide authentic identity information,
services should not be offered to them.

®  Article 17: Features that have the capacity to influence
public opinion or mobilize society must be approved by the
CAC.
Jan 2017 Opinions on Promoting the Healthy B Formulates the vision of a "healthy and orderly” mobile
and Orderly Development of Mobile internet.
Internet
®  Article 16: Private companies and mobile services must not

X T {R#HBEBREMEREFAENENL support activities that advocate for the overthrowing of state
power (MHEEIEIZREMY) or separatism (DR EAE).

Jun 2016 Regulations on the Management ® Article 7: Addresses the responsibilities of all app providers
of Mobile Internet Application and developers, who should establish RNR based on the

Information Services backend identity system established in 2015 (“F&3=&.

I o T BIABRE" ). These providers should also enact content

% oh B EXMN AiZFE SRS EIENE moderation and dispose of accounts in instances where a
violation occurs.

Feb 2015 Internet User Account Name B Internet information service providers (EEBRI{E BARS IR E)

Management Regulations must take on new RNR obligations.

BEXWA R WS A REIERE B Such providers should adhere to a new concept: real
identity verification at the backend while allowing front-end
anonymity if the user chooses ("G&3%E&. s HRE").

B Ensure users do not post content that aims to subvert state
power (Bl EZKEMY), undermine national unity (FIFEZRSE
—), damage national honor (EIZRFR%), or spread rumors (#{
mES).
Dec 2012 Decision of the Standing Committee ®  Article 5: Providers of platforms must manage content

of the National People's Congress on posted by their users for compliance with laws or

Strengthening Network Information regulations, and report to the relevant authorities if

Protection necessary.

LEAXREZSXTNEMLEESET | @ Article 6: Platform providers must verify users' real identity

HRE information when providing web access, telecommunication
services, or information posting services.

Table continues on the next page.
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https://digichina.stanford.edu/work/translation-cybersecurity-law-of-the-peoples-republic-of-china-effective-june-1-2017/
https://archive.ph/i9qaV
https://archive.ph/L80RY
https://web.archive.org/web/20240612221253/https:/www.cac.gov.cn/2016-06/28/c_1119123114.htm
https://archive.ph/TmHgz
https://archive.ph/nLnla
https://archive.ph/nLnla

Month

Aug 2008

Dec 2005

May 2005

Dec 2000

Document

Notice on Issuing Guiding Opinions on
Building a Unified Human Resources
and Social Security Network Trust
SystemxTFENRZEIGH—HIA S ZR IR
2 RENEZEEARIESEILBE

Regulations for the Registration
Management of Non-Commercial
Internet Information Services)

FEEMEBEMESRSEREENE

Opinions on Further Strengthening
Internet Management

AP #H—F MR EEMERETENER

Decisions about maintaining Internet
security

KT LR B XN R 2 HRTE

Impact/Key Provisions

Initial guidelines for an effective and unified identity
authentication mechanism. Identities should be verified
before access to online services is granted to improve
government control and secure services.

Non-commercial online services, such as research
platforms, educational, non-profit or cultural entities, need to
ensure accountability of their content.

These platforms are also responsible for ensuring the
legality of the content they provide.

Article 2: Introduces the obligation to monitor and block
harmful content from abroad.

Article 2: Defines the core tenets of internet censorship,
including the safeguarding of national security and social
public interests, as well as the criminalization of content
that may subvert state power or incite the overthrowing of
China’s the socialist system.
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https://archive.ph/aVlsB
https://archive.ph/aVlsB
https://archive.ph/s3l55
https://www.cecc.gov/resources/legal-provisions/circular-regarding-detailed-implementing-regulations-of-the-opinion
https://archive.ph/DDJw0

Appendix 3: Extended Access Barrier Matrix

2 g 2
S i) g Ig.
L < 2 g
R R $ 2% :
‘N EEEEE R £ 58 £ 3 5
S S 5 8 & 2 e & 8 z 35 £ 3
Kuai Shou 58 n 2 2 2 2 2 2 2 2 2
Baidu Tieba (B EN4MIE) 58 1
PosterLabs 58
DingDing - Make It Happen 581 (1|1 1 (11 1 (11 1 (11 1 1 1 1 (1 1 1 (1 1 1 (1 1
DouYin (£15) 581 1 1 1 1 1 1 1 1
QQ=id 5811|111 f1]1]1]1
Himalaya FM (E3HI%EFM) 57 | 2 22 2]2]2
QQ Browser 57 | 1 1 1 1 1 1 1 1 1
WecChat Reading 57 | 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
Hertz (##%%) 53 | 2 2 2 2 2 2 2 2 2 - 2 2 2 2 2 2 2 2 2 2 2
Mango Live (EREHIE) 50 2 2 2 2 2 2 2 2 2 2 2 2 - 2 2 2 2 2 2 0 2 2
Wefun 39| 2 2 2 2 2 2 2 2 0 2 2 2 2 2 2 1
Douban 33| 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
?:;:‘e;o(iamera - New camera, feel free 2711 1 1 1 1 1 1 1 1 1 1 1 1 1
MOMOEB&ERE 23 | 2 1 2 2 2 2 2 2 2 2 2 - 2 2 2 2 2 1
Ola Party - Live, Chat & Party 22| 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2
Meipai 21| 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2
HeeSay - Blued LIVE & Dating 17 - - 2 1 - 1
Nonolive - Live Streaming 13 2 2
QQ 9 1 1 1 1 - 1 1
BabyTree Pregnancy-Special softw'are for s | 1 . 1 2 2
pregnancy preparation and parenting
SUGO: Voice Live Chat Party 8 | 2 2 2 2 2 2
Zhihu (%1F) 6 1 1
Zhihu Daily (M1FH1R) 6 1 1
Weibo (f#1#) 4 1
YoHo: Group Voice Chat Room 3 2 2
WeCom-Work Communication&Tools 3 1 1
Yingke Live (BREEE) 2 1 1
BeautyCam - Beautify & Al Art 1
Star Idol: 3D Avatar Creator 1
Calamansi - Pinoy Live Cast 1
iPick 0
JusTalk - Video Chat & Calls 0
JusTalk Kids - Safe Messenger 0
Uplive-Live Stream, Go Live 0
WeChat (#%15) 0
Haya: Best Audio Experience 0
HUAWEI FamCare 0
Little Red Book (/NI H) 0
Nekogram* 0

Table continues on the next page.
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~
3 £
2 © 3 © 5
= g 5 s . g g & £ o = < = &
S 3 = & § & g 5 3 ¥ 228 8 23 3¢ £ 2 2
Kuai Shou 58 | 2 n 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2
Baidu Tieba (EEMIE) 58 | 1 1|1 111|111 |1|1|1|1|1|1]|1|1f[1]1]1][1
PosterLabs 58 | 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 - 2 2
DingDing - Make It Happen 581 (1|1 1 1 (11 1 (11 1 (11 1 (11 1 (11 1 (11
DouYin (£15) 58 (1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
QQ=id 581 [1]1 1 888 1| 1|1 |1]|1]|1 1 (1
Himalaya FM (E3HI3#FM) 57| 2 2 2 2 2 2 2 2 2 2 2 2
QQ Browser 57 | 1 1 1 1 1 1 1 1 1 1 1 1 1 1
WecChat Reading 57 | 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
Hertz (##%%) 53 | 2 2 2 . 2 2 2 2 2 - 2 2 2 2 2 2 2 2 2 2 2 -Z
Mango Live (EREHE) 50 | 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2
Wefun 39| 2 2 2 2 2 2 2 2 2 2 - 2 2 2 2 2 2 2
Douban 33| 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
?:;:‘e;o(iamera - New camera, feel free 2711 1 1 1 1 1 1 1 1 1 1 1 1
MOMOEB&ERE 23 (1 2 1 2
Ola Party - Live, Chat & Party 22 2 2 2 2
Meipai 21 2 1 2 2
HeeSay - Blued LIVE & Dating 17 1
Nonolive - Live Streaming 13| 2 2 2 2 | 2 1 2 1
QQ 9 |1 1
BabyTree Pregnancy-Special softw'are for 8 . 1 1
pregnancy preparation and parenting
SUGO: Voice Live Chat Party 8 1] 2
Zhihu (31F) 6 1
Zhihu Daily (M1FH1R) 6 1
Weibo (f#1#) 4 1 1
YoHo: Group Voice Chat Room 3 1
WeCom-Work Communication&Tools 3
Yingke Live (BREEE) 2
BeautyCam - Beautify & Al Art 1 1
Star Idol: 3D Avatar Creator 1
Calamansi - Pinoy Live Cast 1
iPick 0
JusTalk - Video Chat & Calls 0
JusTalk Kids - Safe Messenger 0
Uplive-Live Stream, Go Live 0
WeChat (#%15) 0
Haya: Best Audio Experience 0
HUAWEI FamCare 0
Little Red Book (/NI H) 0
Nekogram* 0
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Kuai Shou 58 | 2 2 2 2 2 2 2 2 2
Baidu Tieba (EEMIE) 58 (1 (1 (11|11 |1|1f1]|1
PosterLabs 582 (2|22 (2]|2(|2|2]2]|2
DingDing - Make It Happen 581 (1 1 1 (1 1 1 (1 1 1
DouYin ($13) 58 1|1 1 1 1
QQ=idl 581 (11 11
Himalaya FM (E3HI%EFM) 57| 2 | 2 2|2
QQ Browser 57| 1 1 1 1
WecChat Reading 57| 1 (1 1 1 (1 1 1 (1 1 1
Hertz (1) ss)2 a0 B . 2
Mango Live (EREE) 50 2 | 2 2
Wefun 39| 2 1 1
Douban 331
Butter Camera - New camera, feel free 27
to shoot
MOMOEB&ERE 23 1
Ola Party - Live, Chat & Party 22 - 2
Meipai 21
HeeSay - Blued LIVE & Dating 17
Nonolive - Live Streaming 13 2 |1
QQ 9
BabyTree Pregnancy-Special softw'are for s
pregnancy preparation and parenting
SUGO: Voice Live Chat Party 8
Zhihu (%1F) 6 1 1 1
Zhihu Daily (M1FH1R) 6 1 1 1
Weibo (f#1#) 4 1
YoHo: Group Voice Chat Room 3
WeCom-Work Communication&Tools 3 1
Yingke Live (lREEE) 2
BeautyCam - Beautify & Al Art 1
Star Idol: 3D Avatar Creator 1 1
Calamansi - Pinoy Live Cast 1 1
iPick 0
JusTalk - Video Chat & Calls 0
JusTalk Kids - Safe Messenger 0
Uplive-Live Stream, Go Live 0
WeChat (#%15) 0
Haya: Best Audio Experience 0
HUAWEI FamCare 0
Little Red Book (/NI H) 0
Nekogram* 0
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Appendix 4: Recorded account registration requirements by app

App name

BabyTree Pregnancy

to Tieba

Beautiful pictures stickers
Beauty Camera - Selfie Cam

BeautyCam - Beautify & Al Art
Binance Messenger

Butter Camera - New camera, feel
free to shoot

Calamansi - Pinoy Live Cast

Clean Doctor - Clean My Phone

DingDing - Make It Happen

Dolphin Zero Incognito Browser*

Douban
Douyin
FotoRus -Camera & Photo Editor

Haya: Best Audio Experience
HeeSay - Blued LIVE & Dating

Hertz-make friends by listening to
sounds

Himalaya FM (listening community)
HUAWEI FamCare

InstaBeauty - Makeup Camera!
InstaMag - Photo Collage Maker
iPick

JusTalk - Video Chat & Calls
JusTalk Kids - Safe Messenger

Kuai Shou

Litmatch Lite*

Little Red Book - Your Guide to Life

Mango Live-Popular Short Videos

Meipai

Baidu Tieba - chat about interests, go

App Store ID or Google Play  Allows exchange of Account Registration
Store URL information between users  Identifier
id523063187 no Phone Number
id477927812 yes Phone Number
id477678113 no E-mail address or
account-free access
id471802217 no E-mail address or
account-free access
id592331499 no Phone Number
id6446617631 yes E-mail address or
account-free access
id587176822 no Phone Number
id1476680678 yes Phone Number
id855008026 no E-mail address or
account-free access
id930368978 yes Phone Number
id=com.dolphin.browser.zero yes E-mail address or
account-free access
id907002334 yes Phone Number
id835599320 yes Phone Number
id457517348 no E-mail address or
account-free access
id1485364632 yes Phone Number
id1090274263 yes E-mail address or
account-free access
id1448999159 yes Phone Number
id876336838 yes Phone Number
id1383652311 yes Phone Number
id599534650 no E-mail address or
account-free access
id615187629 no E-mail address or
account-free access
id912765938 no Phone Number
id627958823 yes Phone Number
id1403744827 yes Phone Number
id440948110 yes Phone Number
id=com.litatom.lite yes E-mail address or
account-free access
id741292507 yes Phone Number
id1061501109 yes Phone Number
id847334708 yes Phone Number

Table continues on the next page.
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App name

App Store ID or Google Play

Allows exchange of

Account Registration

Meitu- Photo Editor & Al Art
Messaging+ 6 SMS, MMS*

MOGU - Fashion Destination
MOMOPAERE

Nekogram*

Nonolive - Live Streaming
02Cam: Take photos that breath

Ola Party - Live, Chat & Party
Pitu - Best selfie and PS Soft

PosterLabs
00

00 Browser
00%3(d]
0QHB#E

SayHi Chat Meet Dating People

Sogou Input Method-Emoji Art&Funny
Sticker

Star Idol: 3D Avatar Creator
SUGO: Voice Live Chat Party
Tencent Conference

TikTok

Uplive-Live Stream, Go Live
WeChat
WeChat Reading

WeCom-Work Communication&Tools
Wefun

Weibo

Weibo intl

Xiaomi Community
YiloT

Yingke Live

YoHo: Group Voice Chat Room
Zhihu

Zhihu Daily

Store URL
id416048305

id=com.crazystudio.mms6

id452176796

id448165862
id=tw.nekomimi.nekogram
id1113374949
id1407731945

id1525829883
id724295527

id875654777
id444934666
id370139302
id364183992
id473225145

id469609836

id917670924

id416048305
id1574436604
id1497685373

id1142110895

id1235469329
id414478124
id952059546

id1087897068
id1476921059
id350962117
id1215210046

id=com.mi.global.bbs
id=com.yunyi.smartcamera

id978985106
id1509635224
id432274380
id639087967

information between users

no
yes

no
yes
yes
yes

no

yes

no

no
yes
yes
no

yes
yes

no

no
yes

yes
yes

yes
yes

yes

yes
yes
yes
yes

yes
no

yes
yes
yes

yes

Identifier

E-mail address or
account-free access

E-mail address or
account-free access

ID

Phone Number
Phone Number
Phone Number

E-mail address or
account-free access

Phone Number

E-mail address or
account-free access

Phone Number
Phone Number
Phone Number
Phone Number

E-mail address or
account-free access

E-mail address or
account-free access

E-mail address or
account-free access

Phone Number
Phone Number

E-mail address or
account-free access

E-mail address or
account-free access

Phone Number
Phone Number

E-mail address or
account-free access

Phone Number
Phone Number
Phone Number
Phone Number

E-mail address or
account-free access

E-mail address or
account-free access

Phone Number
Phone Number
Phone Number

Phone Number
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